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THE CHANCELLOR OF THE OHIO BOARD OF REGENTS

PERSONAL CONFIDENTIALITY STATEMENT
This form must be completed by the ABLE program administrator(s) and the ABLE staff (ABLELink data personnel) receiving restricted or confidential data from the Chancellor of the Ohio Board of Regents (the “Chancellor”) as a result of data matches conducted for state and federal reporting.  The data is to be used for the sole purpose of establishing and evaluating state and federal reporting on student performance measures related to gaining and retaining employment, enrolling in postsecondary education and training and obtaining a GED.

I, __________________________, am an employee of _________________________, which has entered into an Agreement for the Release of Confidential Information with the Chancellor.  I understand that in the course of my employment I may have access to confidential information from the Ohio Department of Job and Family Services (ODJFS) Office of Unemployment Compensation (OUC), the Chancellor’s Higher Education Information (HEI) system and the Ohio Department of Education (ODE) Adult Workforce Education (AWE) and GED data systems.  These records contain student-specific information including the social security numbers.
In connection with access to any confidential information furnished by the above, I acknowledge and agree to abide by the terms of the above-cited agreement, as well as the following:
●
I will access and use the confidential information only as is necessary for the performance of my official job duties for the purpose(s) of meeting ABLE reporting requirements.
●
I will store the confidential information only on my employer's premises in an area that is physically safe from access by unauthorized persons during duty hours, as well as non-duty hours or when not in use.
●
I will process the information and any records created from the information in a manner which will protect confidentiality by direct or indirect means, and in such a way that unauthorized persons cannot retrieve the information by any means.
●
I will retain identifiable records only for the period of time required and will then destroy the records. (Data should not be needed once final changes are made in ABLELink from the last data match for each fiscal year, usually an 18 month period.  (For example, July 1, 2009 – December 31, 2010).
●
I will immediately notify the State ABLE Program of any suspected or actual violation of confidentiality.
●
I will inform the State ABLE Program when I no longer need restricted access to data match information provided by the Chancellor.

●
I have written permission on file for each student involved in this data request to obtain these data from the Chancellor.  I have attached the Release of Information (RIF) and Revocation of Release of Information (R-RIF) used by my ABLE program.  I have also indicated in ABLELink whether the student has given permission for his/her release of information. 

●
I have read the above-cited agreement and will comply with the terms, including but not limited to, the following: protecting the confidentiality of my personal access codes (e.g., username, password, etc.); securing computer equipment, disks and offices in which the confidential data may be kept; verifying that individuals requesting access to the data are authorized to receive them; and following procedures for the timely destruction of the data.
●
I understand if I violate any confidentiality provisions, my access privileges may immediately be suspended or terminated.  I further acknowledge that if I disclose confidential information, I may be subject to dismissal from state service, as well as a fine and/or imprisonment under Section 4141.99 and 1347.10 of the Ohio Revised Code.
By signing below, I acknowledge that I have read and understand the information about the confidentiality requirements for the data from ODJFS OUC; OBOR HEI; and ODE Adult Workforce Education and GED, and I will adhere to them.  I understand the possible penalties for failure to comply.

	Signature:
	
	Date:
	

	Printed Name/Title:
	

	Agency/Co. Name/Address: 
	

	Telephone/Fax/Email Address:
	


Please return this form to:


The Chancellor of the Ohio Board of Regents


Attn:  Jeffrey C. Gove, State ABLE Director


30 E. Broad Street, 36th Floor


Columbus, Ohio 43215
